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THE HUNT
MANAGEMENT MODULE

HUNTER from Intel 471 provides your teams with an expanding library of advanced
behavioral threat hunt packages. As teams grow, they need tooling to manage
hunt processes and ensure that hunt outcomes drive proactive security operations
capable of identifying, stopping, and removing advanced threats. The Hunt
Management Module guides the management of hunts, including research, testing,
results, and reporting, helping teams develop consistent, rigorous, and repeatable
processes that improve the organization’s security posture, controls, and policies.

SCHEDULE & MANAGE UPCOMING AND ONGOING HUNTS

=»Deploy threat hunts faster with consistent and repeatable processes

=yEnable collaborative hunting across your security teams

-yEase management of hunt findings and remediation

-»Build customized and reusable hunt templates that can be easily scheduled Provide

ystraightforward reporting including scope, timeline, evidence, and outcome

Experience effortless tracking, management, collaboration, and coordination of
ongoing threat hunting activities between teams

=?Analyze insights on the effectiveness of hunts through intuitive dashboards, and
demonstrate the real-time business value of your threat hunt program

COLLABORATIVE HUNTING

Unique in the industry, the Hunt Management Module enables security teams to assign
processes and monitor threat hunting progress. It also allows for effortless tracking,
management, and coordination of ongoing threat hunting activities between incident
response, security operations, and threat intelligence teams.

HUNT QUERY MANAGEMENT

As organizations grow their hunt teams and procedures, the Hunt Management Module
enables HUNTER to grow with them, providing a flexible and customizable platform
for storing and managing their hunting content including custom queries. The module
also provides organizations with flexible management of key findings, evidence, and
remediations.




<

Intel 471 threat hunting capability turbo-charges customer’s ability
to operationalize CTI with intelligence-driven behavioral threat hunting
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BRING YOUR OWN HUNT

Organizations with custom threat hunt content can benefit from the Hunt Management Module’s
capability to allow for “Bring Your Own Hunts” (BYOH) to HUNTER. This maximizes their ability to
use their custom hunt queries to identify threats specificto theirenvironment, while alsoleveraging

our methodology for managing hunt teams, findings, and performance metrics. Customers can
add their own contextual threat intelligence, analyst notes, and research to their custom hunts,
creating a consistent experience with native HUNTER hunt packages. BYOH data is integrated
with the Hunt Management Module’s Dashboard, Reports, and Metrics, enabling teams to quickly
measure and view hunt performance metrics, activity, and threat findings.

TRUE HUNT REPORTING

The Intel 471 Hunt Management Module enables robust and easy-to-digest threat hunt reporting
that can be easily exported and shared. The reporting capabilities allow teams to choose relevant
features for strategic or tactical reporting, including: executive summaries, threat details, queries,
and hunt package details, findings, evidence, scope, remediation, and outcome. Additionally, the
Intel 471 Hunt Management Module’s dashboard conveniently allows for management of all
aspects of the threat hunting process, and offers comprehensive insights into the effective-
ness of an organization’s threat hunting program.




About Intel 471

Intel 471 empowers enterprises, government agencies, and other organizations to win
the cybersecurity war using the real-time insights about adversaries, their relationships,
threat patterns, and imminent attacks relevant to their businesses. The company’s
platform collects, interprets, structures and validates human-led, automation-
enhanced intelligence, which fuels our external exposure, cyber threat and advanced
behavioral threat hunting solutions. Customers utilize this operationalized intelligence
to drive a proactive response to neutralize threats and mitigate risk. Organizations
across the globe leverage Intel 471's world-
class intelligence, our trusted practitioner
engagement and enablement, and globally V
dispersed ground expertise as their frontline F
guardian against the ever-evolving landscape
of cyber threats to fight the adversary — and sales@intel471.com
win. Learn more at www.intel471.com. —
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